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Abstract

I am going to cover Active Shooters and its effect on the American public. I am going to cover the similarities of an Active Shooter and Domestic Terrorism. I am going to explain how we live in a reactive society and if we continue to be a reactive force, we will continue to have incidences likes these. I am going to cover active shooter scenarios and the way we think about security and protecting our children. I want to explain how proactive measures can potentially mitigate the risk that associated with an active shooter event. I want to cover how Domestic terrorism and Active shooters share the same qualities and outcomes and how it might be a consideration for future terrorist activity.    
Active Shooter or Domestic Terrorism 
I am going to explain the effects Active Shooter in America, but first I am going to define an Active Shooter. According to the Department of Homeland Security an Active shooter is “an individual actively engaged in killing or attempting to kill people in a confined and populated area” (Kelly, 2010). “According to reports between 1966 and Dec 21, 2012 a report found 281 active shooter attacks occurred in the US”(Jacobs & Cavalarie, 2012). This statistic also indicates that occurances have increased since 2000. (Jacobs & Cavalarie, 2012) 
One thing that is apperant in all these shootings is the effect it has on Americans. We live in a society with blinders on, no ever thinks is going to happen to them until its too late. One thing I have learned is the being prepared is a whole lot better than thinking it wont happen to me. Some may think I am pareanoid, some think I tend to be Mr. Doom and Gloom. I tend to look at myself as being properly prepared and proactive. 
Recently I attended an ASIS (American Society of Industrial Security) meeting where the guest speaker was Chuck Clanahan, CPP. He is the Protective Security Advisor for the Dpeartment of Homeland Security and for the State of Kansas. He was there not only to discuss his job within the state of Kansas and the Department of Homeland Security but share with us the recent Active Shooter video. He began to discuss his responsibilities within the state of Kansas and indicated that he conducts risk assessments. I assumed since he conducted risk assessments he would have numerous personal to assist him in his hundred maybe even thousands of federal, state and city buildings not to include schools and other private facilities. He then proceeded to inicate that he is a one stop shop for all risk assessments. Mr. Clanahan began to discuss all the resources available to those attending the meeting. Being very comfortable with the Department of Homeland Security web site I can understand to some it might be a little daunting when it comes to manuvering around it. He then began to dicuss when he conducts a risk assessment he ask if they have four items a Security plan, Emergency plan, Business continuity plan and an Active Shooter plan, most indicate that they have only a few. Most facilties indicated they didn’t even know where to start. 

Americans live in a reactive state of mind, everything we do is reactive to an action. For example I feel that monitoring services are a waste of time, don’t get me wrong studies have shown that the signs out front of your home have proven to deter would be criminals from commiting crimes at your residence. I recently read a report that stated that “police response to private burglar alarms isnt the best use of public law enforcement resources, which are already stretch then” (Bettern, 2013). Americans like to transfer the risk to others not knowing the consequences. Same goes for schools and other businesses, they would rather hope it doesn’t happen to them than take the proactive measures to mitigate the risk. Unfortunantly active shooter incidents are going to get worse before they get better. Terrorist recently have been mislhandling bombing attempts, the shoe bomb, the underwear bomber and the bomber in times square. Not that these incidents could have been a product of poor planning or even poor execution. One thing is clear that active shooters incidents are very successful and attract the attention of the world. So we could possibly see a Terrorist attempt an active shooter incident, even go as far as conduct one as large as the incident in Mumbai. Some react hasty and automatically want to place armed guards at every school. This may be a good idea but not properly thought out. I believe our schools should be gaurded the same way as some of our federeal, state and city buildings and airports, but feel we will end up hiring the least qualified and lowest bidder for the job. Even our local law enforcement don’t have the best track record when it comes to engaging an active shooter. On August 25, 2012 an active shooter was gunned down by New York City police department only after hitting 9 innocent bystanders. (Wilson, 2012) “The Police commissioner, Raymond W. Kelly conirmed on Saturday that all nine were wounded by police bullets, bulet fragments or sharpnel from ricochets”(Wilson, 2012). The point I am trying to make is that most law enforcement don’t have the ability to engage a target let alone an Active Shooter target in confined areas. As study based on New York annual firearms discharge reports indicated that officers hit their targets 34 percent of the time. With statistics like these I don’t want law enforcement trying to shoot anyone. Shortly after 9/11 I was part of a specialized unit who provided armed security for Department of Defense assets in countries where no security is provided. Our unit was hand selected to go through the Federal Aviation Administration training which involved firing your firearm in confined spaces. We where required to fire 4000 rounds a day for a week straight. They wanted to make sure fireing your weapon was a gross motor skill, They didn’t however use targets, we used clothing over the targets to get used to firing at clothing and not a target. They also realized that if you were ever in situation where you are engaging an active shooter your heart rate will be elivated. I never see law enforcement train in these types of enviroment. Having an elivated heart rate totally messes with you ability to shoot at a target, espically in confined locations. The point is that our law enforcement are not properly trained to handle close quarter confined confrontations let alone someone off the streets you hire to  protect your child in a school.
The New York Police department complied a list of recommendation to mitigate the risk from active shooter attacks. (Kelly, 2010) The information presented was compiled from past active shooter incident and careful review of previous studies. (Kelly, 2010) “NYPD orgainzed the recommednations into three catergoies: procedures, systems and training”(Kelly, 2010).

Procedures:
 (Kelly, 2010)
· Conduct a realistic security assessment to determine the facilties vulnerbilites to an active shooter attack. (Kelly, 2010)
· Identify multiple evacuation routes and practice evacuations under varying condition; post evacaution routes in conspicuous locations thorughout the facuity; enssure that evacuations routes account for individuals with speical needs and disabilities. (Kelly, 2010)
· Designiate shelter locations with thick walls, solid doors with locks, mininmal interior windows, first aid emergency kits, communcation devices, duress alarms. (Kelly, 2010)
· Designate a point-of-contact with knowledge of the facilties ecurity procedures and floor plan to liase with police and other emergency agencies in the vent of an attack. (Kelly, 2010)
· Incorperate an active shooter drill into the organization’s emergency preparedness procedures. (Kelly, 2010) 

· Vary security guards’ patrol and patterns of operation. (Kelly, 2010)
· Limit access to blueprins, floor plans and other documents containing sensitive security information, but make sure these documents are available to law enfrocement responding to an accident. (Kelly, 2010)
· Establish a central command station for buidling security. (Kelly, 2010)
Systems:
 (Kelly, 2010)
·  Put in place credential-based access control systems that provide accurate attendance reporting, limit unautherized entry, and do not impede emergency egress. (Kelly, 2010)

· Put in palce closed circuit tevelvision systems that provide domain awareness of the entire faciltiy ad its permieter; ensure tha video feeds are viewable from a central command station. (Kelly, 2010)

· Put in place communcation infrastructure that allows for faciltiy-wide, real time messaging. (Kelly, 2010)

· Put I place elevator systems that may be controlled or locked down from a central command station.  (Kelly, 2010)

Training:
 (Kelly, 2010)
· Train building occupans on response options outlined by the Department of Homeland Security in “Active Shooter: How to Respond” when an active shooter is in the vicinity: (Kelly, 2010)
· Evacute: Building occupants should evacute the faciltiy if safe to do so; evacuees should leave behind their belongings, visulaize their entire escape route before beginning to move, and avoid using elevators or escalators. (Kelly, 2010)
· Hide: if evacuating the faciltiy is not possible, building occupants should hide in a secure area (preferable a designated shelter location), lock the door blocade the door with heavy furniture, cover all windows turn off all ligths silence and electronic devices, le on the floor, and remain silent. (Kelly, 2010)
· Take Action: if neither evacuating the facility nor seeking shelter is possible, building occupants should attept to disrupt and/or incapacitate the acctive shooter by throwing objects, using aggressive force and yelling. (Kelly, 2010)
· Train building occupants to call 911 as soon as it is safe to do so. (Kelly, 2010)
· Train building occupants on how to respond when law enforcement arrives on scene: follow all ofical instruction, remain clam, keep hands emtpy and visiable at all time, and avoid making or alarming movements. (Kelly, 2010)
Characticis of an Active shooter were based on the Sex, Age of the Attacker, Number of Attackers, Planning Tactics, Targets and Number of Casualties. (Kelly, 2010) They also took into account the location of Attack, Weapons used and attack resolution. (Kelly, 2010) Based on statistics, active shooters are predominantly male, only 4% of active shooters were female. (Kelly, 2010) The average age of an active shooter is 35 years old. But the figure is scued due to school shootings where the age was between 15-19 years old with all others in non-school facilities ages between 35-44 years old. Number of attackers played a role as well with almost 98% of active shooter acting alone. Planning tactics range between no planning at all to elaborate pre-planned defense intended to trap victims and prolong the attack such as chaining the doors and blocking entrances. 

Targets were also a factor, they organized relationships between the attackers and the victims. (Kelly, 2010) They were broken into five catergories: Profiessional, academic, familial, other and none. Statistics indicate that majority of the active shooter attacks in the active shooter data set occurred when the perpetrator had either a professional or academic relationship with at least one of the victims.(Kelly, 2010)    
Number of casualties played a role in active shooter incident. Determining the number of casualities in an active shooter attack is complex, due to some of the victims only being wounded (Kelly, 2010). “NYPD’s analysis demonstrates that the median number of deaths in cases incldued in the active shooter data is 2” (Kelly, 2010). The information in this report was very interesting in that it highlighted all of the incidents in the US and broke them down by if each incident ended in suicide or law enforcement intervention.   
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The report broke down locations into 5 catagories office buildings, open commercial areas, schools, factories and warehouses, and other facilties (Kelly, 2010). The report indicates that less than 1/3 of all active shooter attacks take place at schools and over 1/2 occur in office buildings, factories and warehouses, and open commercials areas. (Kelly, 2010)
	Location Type
	Number of Incidents 
	Percentage 

	School
	64
	29%

	Office Building 
	29
	13%

	Open Commercial
	52
	23%

	Factory/Warehouse
	30
	13%

	Other
	49
	22%

	Total
	224
	100%













(Kelly, 2010)

Though schools were higher overall, makes you wonder why we havent implemented stricter guidelines when it comes to securing our schools. Information like this is what needs to be presented to school distritcts and staff so that they understand the threat. 

 The weapons used are playing a factor in, after the SandyHook incident the threat of everyone losing the ability to purhcase assult rifles lead to an increase of over 600% increase in the purchase of weapons in general. Statistics indicate that 36% of active shooter attacks in the active shooter set involved more than one weapon. (Kelly, 2010) In some cases the weapons used werent even firearms but close combat knives. According to report the attackers used weapons that were stolen from relatives or friends. This pattern was most apparent in school-related shootings where attackers stole weapons from parents.(Kelly, 2010) Though weapons play a huge role in active shooter incidents, we need to stress that if those owning weapons need to secure them better, that training and awarness should be on the forefront of owning any or all  weapons. If parents or citizens in general took better care of their weapons we might have avoided some of these incidents.  


Attack resolution plays a vitil roll for first responders, statistics show that active shooters main goal is to murder at will and either commit sucicide or death by law enforcement. This statistics should be the crucial to first responders due to the value that time represents in an active shooter incident. Statistics show majority of the active shooter  incidents end violently either by force or suicide. Responders to active shooter incidents should practice regulary and often, time is of an essence and every second counts. If the overall end is death to the suspect then why not expedite the process for them.  
Like any other business it’s the responsibility of the school district,  principle and staff to provide a safe enviroment for our children and staff. There are many resources available to prepare a solid security/emergency plan, you just need to know where to find it. The Department of Homeland Security has an excellent Lessons Learned website as well as other resources that can be utilized to assist your efforts. The website is for emergency responders to share information with federal, state and city officals. The information can range from natural disasters to recent active shooter lessons learned. I do feel that some schools are better protected than others, some have the resurces to purchase access control systems or the latest techonology in surviellace systems and maybe a safety and security director. I feel the wealth isnt evenly spread throughout the U.S.  I feel that  some school officais and staff don’t have enough training and awareness to deal with the threats they are currently facing. For example the active shooter case at Sandy Hook Elementary the suspect was able to shoot  the glass out and gain access to school grounds immediately. According to reports the principle was the suspects first victim, this should have never occurred. I believe our schools don’t have to look like prison to be protected, I believe we need to focus on layered defense principles which will identify potential vulnerbilities that exist within our school system. I recently heard the Department of Homeland Security has advised all school districts to conduct risk assessments on their facitlties. This can be a daunting task if you have no exeperience in conducting a risk assessent, they need to be detailed and involve everyone to include staff and students. Procedures, guidelines and regualtions need to be looked at and cross referenced with your security and emergency plan. This limits the possibilities of violatons when incorpaering stricter access control measures or new security/emergency plans. School officials need to spend the money and hire the experts to determine proactive measures instead of reactive measures. We need to educate our law enfrocement officals that law enforcement isnt the answer to this type of situations. We need to look at statistics and intelligence. We need to get away from a law enforcement mentality and start thinking like the enemy. We need to implement new startegies like detect-duplicate-defend. We need to let the next active shooter know that if he or she decides to plan or excute a violent act that we will be one step ahead of them waiting for them with an equel amount of force ready and willing to take you down. 

Active shooters vs. Domestics Terrorism is something we must look at very hard and decide how we must handle this situation. Unlike workplace violence, our schools should not be a place where fear should be an issue. Our children have other things to worry about than worring about someone walking in and shooting everyone. Active shooter events in our school system should not an issue and it is. Active shooters and Domestic Terrorism I feel share the same type of fear that is caused by either one.  Domestic Terrorism is defined by the FBI as the “unlawful use, or threaten use of force or violence by a group or individual based and operating entiring within the United States or Puerto Ricowithut foreign direction commited against persons or property to intimidate or coerce a government, the civilian population or any segment there fore or any segment therefore in furetherance of politcal or social obectives”(Justic, 2005). I understand that government officals don’t like to assicaiate one with the other but I feel that it should. Active shooters represent everything that america fears, someone walking into a school and shooting defenseless children. 

We need change that comes from the top down and bottom up. We need to take the information we currently have an implement a layered defense principle allowing not only schools but our workcenters to indentify potential threats and act before the active shooter does.  Buying and filling your house full of guns isnt going to solve the problem only add to it if you as a citizen are not providing the proper security for those weapons. I recently read an article which indicated how 5 active shooter incidents have changed police training, and this was a couple of month before the Sandy Hook incident. The article indicated that law enfrocement are prepared to handle the constant change in how the threat changes. For example the terrorist attacks in Mumbai, India on November 26, 2008 demnstrated the tactical nightmare that a group of trained and commited terrorist had on a city when ten terrorist pulled of a simultanoues attack that brought the city to its knees. “The cell struck under the cover of darkness and attacked highley populated areas including train stations, a café, a hospitol and hotels with small-arms fire, hand grenades and explosives” (Nichols, 2012). The article indicate an attack of this magnitude would devastate any local city police department. “After three days of batling local and military forces, all but one of the ten suspects were killed and 166 victims were dead”  (Nichols, 2012). Local and military forces had to be called in to assist local law enforcement to subdue these terrorist, this incident is not far fetch and what about if a school was thrown into the mix? We need to wake up and realize that we are a vulnerble society with everything to lose. 

Training and Awareness are key to any mitigation plan, followed by proactive measures which should be implamented and practiced. Training and awareness must start with intelligence and an understanding of prior suspects and incidents. Statistics and lessons learned are key in deciding what proactive measure will mitigate the risk of being a victim of any type of active shooter incident. For example understand why we practice fire drills at least once a month and we never hear about a fire at a school or workplace killing dozens of people.  We need to incorperate proactive exercises that are relavent and are based on intelligence and not just to fill a square. Proactive solutions include a layered defense principle which should include delay procedures. Delay procedures allows staff and student to implement counter measures which may include escapeing, sheltering or engaging the target with the proper mitigation tool. Being about to delay for that extra second will allow oe extra child or coworker to escape.  Access controls systems, intrusion film and even speically designed entrances which allows a single point of entry for any visitor. Implementing proactive measures will empower your staff to take charge of their workcenter or schools to be able to identify potential active shooter threats that are either in the Fantasy Stage, Palnning Stage, Preparation Stage, Approach Stage or lastly the implementation stage.(Marcou, 2013)        
Conclusion 

In closing I covered active shooters and thier effects on society in America.  I explained simlarities of an active shooter and domestic terrorism and how they both tend to cause the same effecst when conducted. I explained our reactive society and the need to change the way we think of security in America.  We need to be proactive in security and implement a more layered defense principle, which allows us to be better prepared and less of a victim. I explain how if we don’t prepare for the future we will repeat the past. For example if all guns utlized in school shootings were stolen or obtained due to them being insecure, send information home explaining the importance of gun control and security. We tend to assume that parents know what their doing and or taking responsibility for there kids.  I explained how terrorist might look at an active shooter incident knowing the amount of attention they receive, I explain the mumbai incident and how ill prepared our law enforcement is if we ever had an incident of that magnatude occur in the United States. I know within the city of wichia and even within the county we never have any type of large scale exercises where our first responders are tested and put to their limits. Unfortunantly we are reactive in nature and would rather wait until something happen then react to it.     
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