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Abstract

I am going to identify and explain six more best practices from the Department of Homeland Security and discuss how they can be implemented, utilized in real world applications and assist you in building a solid safety and security program. These practices will be added to the last six best practices and will be numbered from 1-12. The Department of Homeland Security is a large organization created after the tragedies of 9/11. DHS is broken up into many sections assisting Americans in all aspects of security and safety, from the Coast Guard to the Secret Service DHS provides a hub of services for all homeland security needs.   
12 Best Practices 
I am going to discuss six more Best Practices from the Department of Homeland Security. I will add them to my existing 6 and they are numbered from 1-12. I will explain each practice and how each is utilized within DHS and how those operating a security or safety program can benefit from these best practices. Each practices though different in that some are tools, tactics and procedures. Tools can be anything from training and awareness from websites, blog sites or even Facebook. Security and safety is such a broad subject and can be overwhelming if you are new to the industry. Depending on your task, mission or duty you must always take safety into consideration before implementing any tools, tactics or procedures. The first six will be a review of the midterm and the last 6 are new best practiced.   

Best Practice 1. The First best practice I will be discussing Is the Lessons learned Website from the Department of Homeland Security.
If you look at best practices throughout the Department of Homeland Security and its many programs, the Lessons Learned Information Sharing website by the Federal Emergency Management is by far the best strategy and tactic DHS offers its citizens and emergency planners. 

The website and its resources should be a one-stop shop for all individuals who manage and operate their safety and security programs. The website contains lessons learned, tools, tactics and procedures that allows any safety and security program to remain current and effective. However, there are limitations to the website, the website is not open to everyone, the website is secured and requires a 256-bit encryption for access. The website requires a background check and a need to know before access is granted (Lessons Learned Sharing Website, 2013). I feel this strategy is very useful for security professionals in developing a top notch security and safety program no matter what field you work in. Because I feel training and awareness is your first step in any proactive security measure, I feel this best practice is an important one. The site contains links that cover lessons learned, exercises and colaborations which helps those who are working with different agencies. The Federal Emergency Management falls directly under DHS and is surely a source not only to review, but follow and mirror its program (Lessons Learned Sharing Website, 2013).

Best Practice 2. The second best practice is DHS’s HomeLand Security Information  Network.  
We live in a time where information is critical and time sensitive, intelligence becomes news if it is not used quickly and effective manner. I live and practice by the OODA loop, Observe, Orientate, Decide and Act on information that is searched, obtained and disseminated by any means. I believe information and knowing how that information is key and your best countermeasure to any threat you may face. I believe the Homeland Security Information Network (HSIN) is a valuable best practice tool, which I feel, isn’t used enough in the security professional environment. 

The site is accessible 24/7 and has multiple tools like documented libraries and (ICAV)  Integrated Common Analytical Viewer which is now OneView allowing you as a security professional to get up to date geospatial overlays which can assist you in getting true up to date maps and satellite information. Having access to this type of information should be your starting point if you are responsible in securing critical infrastructure. As a security professional, it is imperative that you build your program on training and awareness before any physical equipment is implemented or purchased. This will save you money on ineffective equipment and new vulnerabilities. The site also offers incident reporting, giving you and other lessons learned or immediate advice to certain emergencies that others may have experienced giving you valuable information.  

Best Practice 3. The National Incident Management System (NIMS)

The National Incident Management System (NIMS) is a best practice the United States has developed over the years of domestic preparation and response. President Bush directed the Department of Homeland Security (DHS) to develop such a system in Homeland Security Presidential Directive/HSPD-5 issued in 2003. The current effort was formally issued in 2004 by the Department of Homeland Security.

The NIMS provides a consistent national template to facilitate various levels of government and nongovernmental organizations (NGOs) along with the private sector, to collaborate “to prevent, protect against, respond to, recover from, and mitigate the effects of incidents’ (Department of Homeland Security, 2008). The NIMS is made up of five components:

• Preparedness.

• Communications and information management

• Resource Management

• Command Management

• Ongoing management and maintenance

The preparedness is the first step emergency management and response. This is more than merely having supplies on hand. Through a framework of principles and practices of who is charged with what is achieved. Having such a working understanding allows for policy establishment for other mitigation effort not directly visible to emergency response. All of these, should be validated to ensure that they are practical and remain relevant.

Next is the communication and information management component. Here the goal is to communicate information to provide a common operating picture (COP). The COP allows decision makers, responders and the public with an understanding of what has occurred and what is efforts are underway. This is achieved through interoperable and redundant communication architecture.

This is a core set of doctrine, concepts and principles, not a response or communication plan. The DHS has created this umbrella framework to increase the effectiveness of the various government emergency management efforts. The NIMS works to shape the efforts of how the vast resources needed for responding are developed, managed, employed and made ready for when they are needed.
Best Practice 4. Stop, Think Connect Campaign

I think the Stop think Connect Campaign is a resource and best practice that not utilized enough. The program was developed due to changing technologies and the amount of time spent online. Recently due to the amount of IP  addresses we were forced to change from IPV4 to IPV6 to accommodate the amount of devices Americans utilized that require an IP address. The Stop.Think.Connect. Campaign is a national public awareness campaign aimed at increasing the understanding of cyber threats and empowering the American public to be safer and more secure online. Stop. Think. Connect are set in order to help those accessing the internet. (Security, 2004)
 Stop:  Before you use the Internet, take time to understand the risks and learn how to spot potential problems. 

Think: Take a moment to be certain the path ahead is clear. Consider how your actions online could impact your safety, or your family’s (Security, 2004)
Connect: Enjoy the Internet with greater confidence, knowing you’ve taken the right steps to safeguard yourself and your computer.
These tools and tactics don’t need to be accomplished exactly the same way, it can be completed in a manner in which your staff can understand and comply with set standards. Stop, Think and Connect can be explained in many different ways, and with Bring Your Own Device to work it has opened a lot more doors to vulnerabilities and exploits. Stop, Think and Connect expands its grasp by utilizing other programs that fall under STP. Some say Cyber space is the new environment for battle and some say we are currently ill prepared to step into battle. 
STP can aide you and point you in the right direction when it comes to creating a solid network end user plan. One thing you have to consider when implementing any type of plan you must develop it at the lowest level so that everyone understands. 
Best Practice 5. If you see something, Say something.
If you see something, say something is a simple and effective program to raise public awareness of indicators of terrorism and terrorism-related crime, and to emphasize the importance of reporting suspicious activity to the proper local law enforcement authorities. (Security, 2004) The program was created to inform all Americans of the behavior indicators that present themselves when a terrorist event can occur. Though this practice is a great idea I have some issues with how they explain it. For example, “Factors such as race, ethnicity, national origin, or religious affiliation alone are not suspicious” (Security, 2004). I find this statement in accurate, not that I have issues with any race or religion I just feel as Americans we need to see what is staring at us right in the eyes. Though America is a melting pot of cultures, race and religions, we need to be aware that we are dealing with a volatile religions. The Muslim faith though peaceful have not had the best track record recently. See something, say something should be practice in every environment; no environment is safe and is subject to violent acts by those who mean is harm.         
Best Practice 6. Ready, Plan, Prepare, Stay Informed. 
The last best practice I am going to cover is the Ready program, Plan, Prepare and Stay Informed. “It was developed in 2003 to inform, educate and empower Americans to prepare for and respond to emergencies including natural disasters and potential terrorist attacks” (Security, 2004). One thing I find disturbing is Americans are not properly prepared to handle most disasters. Recently we have faced natural disasters like tornados and earthquakes, though  we havent yet experinced something that puts a whole state in jeperody. Our critical infrastucture currently is vulnerble due to old Supervisory Control and Data Aquistion (SCADA), the systems are outdated and needs security updates. I think we need more education and awareness training, I think systems like the National Incident Management System though effective but your equipment is only ass good as its operator. I feel best practices that involve training and awareness are your most effective tool available. I believe that practices like these will empower citizens to properly prepare themselves in case we loose power for days or weeks. We live in a spoiled society where we depend on clean water, eletricity and gas with little to no interruptions. We need to take advantage of these programs and educate those who may not have access to these resources. Here are the simple steps to follow. 

Ready asks individuals to take these simple steps:

· Prepare, plan and stay informed in the event of a disaster

· Build an emergency supply kit and make a family emergency plan

· Be informed about what to do before, during and after a disaster as well as the range of different types of emergencies that could occur and appropriate responses

· Get involved in community efforts such as Citizen Corps
Best Practice 7 Defense Industrial Base 

The Policy and best practice I am going to cover is the Defense Industrial Base (DIB). The DIB Sector consists of government and private sector organizations that possess capabilities to support military operations. The DIB achieves its mission by accomplishing its five goals. 

Goal 1 Sector Risk Management: Use an all-hazards approach to manage the risk-related dependency on critical DIB assets.

Goal 2 Collaboration, information sharing and Training: Improve collaboration within a shared knowledge environment in the content of statutory, regulatory, propriety, and other pertinent information sharing constraints and guidance.

Goal 3 Personal Security: Mitigate the risk created by personnel with unescorted physical or logical access to critical DIB assets in conformance with pertinent industry best practices, including regulatory and statutory requirements.

Goal 4 Physical Security: Mitigate the risk created by threats to and vulnerabilities of critical DIB physical assets.

Goal 5 Information Security (cyber security/information Assurance (CS/IA)): Manage risk to information that identifies or describes characteristics or capabilities of DIB  CIKR, or that by its nature would represent a high risk/high impact to the CIKR or DIB asset  (Bates, 2010).

DIB’s five goals can be effective in any environment, by following these guidelines you can build an effective solid security program. Depending on your background and knowledge you can take what has been developed and modify sections and organizations based on threat and risk each face. DIB was created to enhance the security of programs that directly relate to military missions and operations where security needs to be more prevalent.    

Best Practice 8 Critical Infrastructure Private Sector Clearance
The procedure I would like to cover is the Critical Infrastructure Private Sector Clearance Program. This program allows private sector officials the ability to verify the identity of those who will be working with classified or sensitive information. What is great about this program is that the process follows the same guidelines as those in the Department of Defense, Office of Personal Management (OPM) and the military. One thing the military does is train and this program enforces mandatory training involving the process, dissemination and storage of sensitive information. These steps are important in this day and age when information is critical.
Doing the right background checks can be the difference in identifying someone who might disclose critical information (snowdon) that can damage or gravely damage national security. Having checks in balances when it comes to securing information is critical and by having civilian companies follow strict guidelines when it comes to information concerning   
Best Practice 9 Department of Homeland Security 2013 Joint Strategic Plan on Intellectual Property. 

This week’s best practice from DHS is the 2013 Joint Strategic Plan on Intellectual Property Enforcement. This plan is dedicated to reducing the amount of counterfeit goods, this can range from medications, research and development. This country was built on ideas and someone who steals it can’t ruin it. This can have rippling affects in the economy when it comes to keeping jobs in America. The Federal government is spending million on different programs to educate those on identifying behaviors, or indicators of those who might may want or plan on stealing intellectual property. Again this policy was released today and it will take months before those in the civilian populace get a chance to read this. Information is only useful when used properly. 

Best Practice 10 National Crime Information Center
The NCIC database is a crucial tool in helping establish more communication amongst law enforcement and government officials. This tool is used to contain information on wanted or missing persons as well as stolen property  (Overby, 2007) . NCIC checks reduces the work that a fugitive task force may have to do since every traffic stop for every infraction includes a NCIC check to ensure they have no pending warrants that could lead to their arrest an extradition to the state in which has the warrant on the person. A prime example of this would be personnel whom go AWOL from the military, since the military doesn’t actively search for the person due to budget constraints. It is only a matter of time before the person gets pulled over or has to use any of their credentials to get a driver’s license, or any other number of needs. This database has been a slow process, but has been incorporated across the whole United States to help law enforcement out in prosecuting those who are do not make good decisions. 
The National Crime Information Center is a great tool, but I feel the information does not get updated quick enough to make it effective in every state. Most criminal will jump state after committing a crime and if he or she is pulled over in another state he or she might not be in the NCIC. I think we assume it is updated immediately, but I think it would create a vulnerability if we indicated that it wasn’t updated every 24hrs giving criminal the ability to circumvent the system.  
Best Practice 11 The National Infrastructure Protection Plan

The Department of Homeland Security website for The National Infrastructure Protection Plan is an invaluable resource for any homeland security, or emergency management professional.  The National Infrastructure Protection Plan (NIPP) provides a unifying framework that integrates a range of efforts designed to enhance the safety of our nation's critical infrastructure.

The overarching goal of the NIPP is to build a safer, more secure, and more resilient America by preventing, deterring, neutralizing, or mitigating the effects of a terrorist attack or natural disaster, and to strengthen national preparedness, response, and recovery in the event of an emergency.  The NIPP was developed by critical infrastructure partners including federal departments and agencies, state and local government agencies, and private sector entities.  The NIPP integrates the concepts of resilience and protection, and broadens the focus of NIPP-related programs and activities to an all-hazards environment.

Not only does this website have the National Infrastructure Protection Plan, but, it also has links to the 16 critical sector specific plans (SSPs).  The SSPs detail how the National Infrastructure Protection Plan risk management framework is implemented within the context of the unique characteristics and risk landscape of each critical infrastructure sector.  Each sector specific agency developed an SSP through a coordinated effort involving its public and private sector partners.
The Nationl Infrastructure Protection Plan (NIPP) is a great resource in proparing your city, county and state in case of an emergency. The only issue is that not enough people are trained enough when it comes to critical infrastructure. Some first responders don’t even know what is a critical infrastructure and how it effects everyone. I think any plan is only as good as its end users, for this program to be at its most effectivness your going to have to train city, county and state representatives better. 

Best Practice 12  Planning Tool for Resource Intergration, Synchronization, and Management (PRISM)
PRISM is an acronym that stands for: Planning Tool for Resource Integration, Synchronization, and Management, and is a data tool designed to collect and process foreign intelligence that passes through American servers (Drefuss & Drefuss, 2013) . It has been stated by the Director the PRISM program cannot be used to intentionally target any U.S. person, however, only need to be 51% sure of person’s foreignness’ (Drefuss & Drefuss, 2013). Some believe that PRISM refers to the computer program used to collect and analyze the data that is legally requested by the NSA and internet companies  (Drefuss & Drefuss, 2013). With this being such a hot button issue right now, there is skepticism as to the legality of what they are doing, since whistle-blowers have accused the NSA of listening to people’s cellular calls. 

The PRISM program is an example of projects that don’t need to be disclosed due to the public being so sensitive about their rights that most have never fought for and cry about when someone violates it while protecting their behind. The PRISM program is an excellent source of information that can be used to gather the right information when putting together a target sheet. Information can be the difference in identifing a potential suspect before he has the oppurtunity to finish what he started. 
 
Conclusion 

In closing I have covered 12 best practices, I have explained why they were developed, there purpose and how they can be implmented into your security and safety programs. I covered the Lessons Learned website site from the Department of Homeland Security and how lessons learned and benchmarking is critical in developing a solid security and safety plan. I covered the Homeland Security Information Network, which covers information security and its resources to educate by up to date information. I covered the National Incident Management System, which is an excellent system design to communicate emergencies effectively and effeciently. I covered the Stop. Think. Connect campiagn which covers the use of computers and all other network devices. The practice covers threats and vulnerbilities that exist and how we can prepare for cyber issues. I covered the See Something, Say Something which is a program that covers awareness and behavorial indicators to fight terrorism. And last but not least I covered the ready program which works right along with the See Something, Say Something program. Each providing awareness and training to better prepare Americans for whatever events that may occur.  I covered the Defense Base Industrial program which allows us to monitor those companies that are working on sensitive projects that can effect military operations. I covered the importance of the Critical Infrastructure Private sector clearance which allows civilian companies to conduct background checks like they do in the DOD. We went over the Joint Strategic Plan on Intellectual Property and the dangers it possess if your intellectual property is not protected and what you can do to protect it. I covered the National Crime Informaton Center which is centrlized data based holding all criminal data and activity, the information can be used to identify individuals who commit crimes in other states. I covered the National Infrastructure Protection Plan which is a programed designed to assist you in manageing your emergency plan. Last but not least I covered the PRISM program which identifies those who may not belong in the Unted States. 
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