 CYBER THREAT
1

Title
 Cyber Threat
Aggressing the Aggressor 

Samuel Alva
Course ID – MCA 520
Date April 22, 2012
Tom Prunier
Southwestern College Professional Studies

Abstract

My paper will explain the characteristics of an IT and Physical security professional and how they affect the OODA loop (observe, orient, decide, act) process. I will explain the benefits of having a dual principle trained IT and Security professional. I will cover the disadvantages of having two different security principles within a facility and how it affects potential adversary and criminal threats in any environment. I will cover examples how separate entities in a facility may reduce communication to reaction times as well as hinder future employee training. I will provide an OODA loop graphs indicating a flow of every principle indicating a more effective path when combining IT and Physical principles into on loop. I will cover the valuable training opportunities and risk mitigating practices that will benefit any organization by having a dual principle trained IT and security professional.    
Aggressing the Aggressor 

Introduction

Physical security has been around since the down of time, as you look through history and cultures, some type of physical security has been a priority in protecting ones family, property, assets and information. Early in history defense in layers has been the main goal in protecting ones property from moats surrounding a castle to building your city in the side of a mountain providing cover and concealment. Physical security principles haven’t changed since then, but technology has. Technology has brought us the micro-chip and with that computers and now the World Wide Web. When the computer was invented no one would have ever thought we as human beings would be so dependent on something that has only been around for 30-40 years. Computers are crucial in communications all over the world; they are essentially part of the critical infrastructure in most companies. I feel there is a disconnect yet a very thin line between Physical Security and Information Security. They both follow the same principles but practice on totally different playing fields. 

As a Red Cell analyst it is our job to find weaknesses within your facility through physical and Information Technology (IT). There are two distinct functions within our organization, Physical Aggressors and Network Warfare aggressor both providing real time threat risk assessment. Physical aggressors provide a thorough assessment of your physical assets to include but not limited to exterior fences, buildings, offices, doors, and locks, each providing more access. IT vulnerability assessment provides security to include but not limited to your network, port security, ping and vulnerability pen testing. Over the past eight years we have been successful in every aspect of our job. Though there hasn’t been a facility or base we haven’t exploited, we still encounter issues within. For years there has always been a separation of classes Physical against Network, Spy vs. Spy. A wedge of some sort that separates us from them, though we work in harmony most of the time we at time encounter whose job is more important. Now depending on whom you’re talking to or what day it is, you may get a different answer. Whose job is more crucial, well since our roles in the big picture is learn, replicate and teach. We understand that the physical piece is important because we must protect what we can see, touch and feel. You can’t touch the internet or the firewall but we know it’s there protecting our network. IT personnel work in a virtual world, were numbers and zeros exist, where binary codes like 0110 0110 0001 0111 (6617) mean something. Before we understand the disciplines of either one, we must understand the characteristics each have that make them unique.

 Someone once told me a cop makes a good thief, I disagree! I believe bad thieves get caught by cops and always insist that they would have done things differently. I believe good thieves/criminals never get caught, not because there bad cops but because cops don’t make good security administrators. Recently a well-known company I won’t mention hired a security administrator, though most of their staff are ex-law enforcement. I met up with him outside a meeting and ask him his thoughts on the current threat in cyber security; he proceeded to convey to me, that the threat is temporary! Really! Temporary! The Department of Defense is spending billions of dollars on preventive measures in their fight against cyber warfare and this tool thinks the cyber threat is temporary and will be eliminated soon. I wish I could be a fly on the wall when his network is exploited and his workstation is rick rolled. To be a good security administrator you must be and think like a bad guy, I don’t mean the criminal element I mean the Insider Threat, The FIS (foreign intelligence services), individuals who look at acquiring your information, assets and intellectual property. These individuals are currently working for your company/facility right now. You may not be aware of this or they may not be wearing signs indicating that they are stealing information bit by bit, page by page, but they are. These individuals are sleeping cells waiting for the right opportunity to strike and make away with valuable information, this can be a promotion they were passed up on, or a raise they didn’t get. This individual can be having financial difficulties right now and is looking at selling intellectual property to get him or her by. These are indicators that build a bigger picture that those in law-enforcement don’t see or pick up on. These are things that human resources might over-look when in-processing someone new. Security administrators are your eyes and ears on the ground and require that they not be shy or impersonal. Their character must be willing to engage anyone on any condition being able to defuse any situation. These aren’t the tactics of a law enforcement officer but of a security administrator. To beat the enemy is to know the enemy. (Sawyer, 1994)  I never engage any contact or target without knowing what I am up against. As a physical aggressor we must evaluate every aspect of the target before engaging it. Some may say I may be a little paranoid, but they confuse paranoia with natural situational awareness. Natural situational awareness is being aware of your surroundings as if it were second nature. Animals do it all the time, more like animal instincts but in an industrial environment. When I walk into any facility or even a restaurant I immediately look for alternate egress points or emergency exits. I look for surveillance systems to include CCTV (Close Circuit Television), what type of keypad utilized and where it’s located. If I walk into a building with a security staff I evaluate their procedures and policies and how they operate. I monitor their badging system and immediately look for discrepancies in there visitation request. I ask questions to see how much information is given away freely or what information isn’t. These are a few of the items I look for on a day to day basis when evaluating a potential target or customer. I believe the only way to truly protect one’s self is to be better equipped not only physical but mentally. I’m given months to replicate what the FIS do in years, though a daunting task with zero room for error you must be lucky all the time, I only have to be lucky once. 
I feel time critical information is crucial in identifying vulnerabilities and potential threats. I believe if you can observe any issue faster than your opponent, figure or solve an issue or problem, then decide what sort of action is used to mitigate or correct said vulnerability or threat.  I feel the OODA loop is an excellent method in not only identifying time critical information but will aide your staff in identifying issues quicker than the enemy. With regards to physical security, communication is vital at every level, once an issue is observed either by unusual employee actions or physical anomalies you must orient yourself and staff to decide what decisions must be made to act upon. Once the action is taken you must learn from it immediately for a couple of reasons.  Depending on the incident it can be a trial run leading to a real event so making adjustments or fixing vulnerabilities that could have been exposed during said event is imperative. 
In retrospect as an aggressor we utilize the OODA loop to determine how we will respond to the target. We observe the actions of the target, we then orient ourselves based on actions of the target, if they immediately discover the vulnerabilities or any other actions that would result in a response, good on them, if not we proceed with our operations. As you can see the OODA loop works other either side of the spectrum, being able to work through your OODA loop faster than the enemy good or bad will allow you to defeat them before they strike again or even strike at all.       
PHYSICAL SECURITY OODA LOOP
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Who would ever think a crime can initiate in one state, effect someone in a totally different state and end somewhere entirely different? Crimes currently are being conducted not using a gun, forcible entry or violent activities. These cybercrimes are costing America billions of dollars in assets, critical information and lives. Someone might think these individuals are some specially trained soldier or spy from a foreign country, they are specially trained but not by the government, most are self-taught and trained in their bedrooms hacking away at code and algorithms. Our Cyber future is in the hands of adolescents who still live with their parents. The Department of Homeland Security recently held challenges for high school students. (Jennings, 2012)  “Teams of teens from 11 high schools around the country recently competed in the National High School Cyber Defense Competition. The competition, held in Oxon Hill, Md., called on the teens to defend the nation's computer system against hackers seeking to infiltrate U.S. infrastructure. “The competition was observed by Department of Homeland Security (DHS) officials as well as executives from the major military contractor Northrop Grumman. Immediate prizes included scholarship money, a laptop, and dinner with President Obama; however, many of the competitors who did well could also be future recruits for DHS, Northrop Grumman, and other cybersecurity contractors.”  (Jennings, 2012) “Each team was assigned to manage a network of 11 virtual databases and operating systems.”  (Jennings, 2012)  “Teams earned points for identifying vulnerabilities, keeping systems running, and detecting and defending against potential hackers.”  (Jennings, 2012)  “In 2010, Northrop Grumman alone hired a dozen student participants.”  (Jennings, 2012) “This year the company says it is looking to fill 30 positions.”  (Jennings, 2012)  “Students who make the cut will remain on-call for summers and holidays throughout their college career.” (Jennings, 2012)  “Upon graduation, some will be offered six-figure jobs.”(Jennings, 2012) 
Though these kids are getting recruited straight from high school and colleges around the country they lack direction and the proper guideance. As these future cyber warriors excell in their craft, they leave little behind as far as teaching those who may not be as knowledgable of the malicisous cyber threats that are facing our country today. I find that there is a huge disconnect between our physical and cyber brothers and sisters. I find they lack the characteristics that make a physical manager/aggressor have that makes them so effective. I feel the characteristics that make up an IT person is secluded, withdrawn, non-confrontational and quite. I am not suggesting that all IT personnel are like this, this information is based on data I’ve gathered over the past 7 years conducting operation both red and blue. 

 Though we follow the same rules and regulations we take different paths to achieve our goal. IT personel work in a virtual world protecting assets that could fill the libarary of congress with a device the size of a small suitcase. Physical aggressors are are trained to physically exploit weaknesses through OSINT (open source intelligence) and social engineering. Social Engineering is a perfect example how IT and physical personnel red and blue go their separate ways when it comes to mitigating risk or creating new ones. “Hackers use social engineering tactics to persuade people to run malware-laden email attachments, phishers use social engineering to convince people to divulge sensitive information, and  (Security, 2012) vendors use social engineering to frighten people into running software that is useless at best and dangerous at worst.” (Security, 2012) This is an example of how IT personnel use social engineering to exploit not only critical information but sensetive information as well. Birth dates, to include kids and spouses, home mailing address to include zip codes, any information that can lead  you to you. Physical aggressors use social engineering to gain physical access, they utlize their con-game, the gift of gab or persuasive conversations to gain access to critical areas or sensetive areas. Once an aggressor is in your area, he or she is planning on setting things up for a return visit without your presence, gaining unhindered access. 

I feel as a security professional we need to be one entity when it comes to both security principles. I feel with technology being the focus in current and furtue security measures its imparetive that our security professionals be dual qualified in physcial security standards and IT fundmentals. A security professional should be able to know the stand off distance of a car bomb as well the difference between a forward and reverse proxy. Being able to wear both hats will be instrumental to any facility reducing the OODA loop by leaps and bounds. With IT and Physical security being so closely related even sharing the same difinitions, like defense in depth, layered security, and social engineering. Each difinition meaning the same thing providing a different service protecting a different asset and at times protecting the same asset. The door swings both ways as far as your IT personnel being up to date on physical security measures and operations. 

“A recent study by Sophos found that almost 50 percent of Internet security problems are the result of employee negligence in the workplace.”(Smith, 2012) According to the study, 96 percent of the 150 IT professionals surveyed said they do not trust their end users to make sound IT security choices.” (Smith, 2012) Additionally, the survey found that 48 percent of workers caused security issues at least one time per week.” (Smith, 2012) “Another 26 percent said that senior management often is behind the worst offenses, while 19 percent said that IT professionals often make serious mistakes when it comes to security.” (Smith, 2012) “ Sophos Vice President Mark Harris recommends that IT professionals address employees' negligence of security issues by using educational programs and tools that teach good IT security standards.” (Smith, 2012)  Here lies the problem, according to the atricle “Sophos Vice President indicated that IT professionals needed to address employees of their negligence by using educational programs and tools that teach good IT security standards.” (Smith, 2012)  Its rare that your IT professionals will put together let alone get in front of employees and teach proper computer usage. Its not that they don’t have the ability but your best IT guy or girl barely talks to anyone and everyone thinks he or she is weird or has social anxcieties. We need to get away from this sterotypical IT image and start cross polinating dual physical and cyber warriors. I understand its very difficult to be able to learn both trades, but the benefits are limitless. Somone who can walk into any facility and be able to recognize vulnerbilities on both sides of the spectrum and be able to not only correct said vulnerbilites but create programs and tools to mitigate future ones. Now this person wont be your code writer,scripter or programmer but he or she will be able to understand what a command line is or be able to comprehend SQL (structured query lanaguge).  The goal of personal being dual security principled is to run through the steps of the OODA loop faster than said adversary or criminal element. Allowing staff on both sides to implement the proper procedures or actions to mitigate issues quickly and effectively. The IT language is very difficult to understand, at time it sounds like a new language, when someone is describing a UNIX command, it may sound like jibberish to someone who doesn’t understand what a cd or chmod command mean. Having somone who understands the a IPOD or any other music device can be utilized as a storage device. Circumstances like this can only be mitigated if your security staff is walking around doing spot checks at individuals workstations making sure IT comliances are being followed. Being able to not only let employee know not to do something but explain why not to do it as well. Being able to explain to employee that the insider threat can or is the result of low pay rasies or lay offs.  A dual principel OODA loop will allow both principles to work hand and hand in identifying current vulnerbulities which will allow for quick and immediate countermeasure implementation making you and your facility a hard target.  
PHYSICAL/IT COMBINE SECURITY OODA LOOP
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Conclusion 
In closing I have discussed the characteristics of both IT and physical security principles. I’ve discussed how each security principles characteristics benefit and delay the fight against the future in cyber and physical threats.  I have discussed current cyber and physical threats that face the US today and how they can be mitigated utilizing the proper tools and training from combine security principles. I have covered John Boyd’s OODA loop process and its impact not only in military strategies but businesses around the world. I’ve covered the OODA Loops impact individually from a single IT principle perspective and a single physical principle perspective. I’ve covered the pitfalls that exist in having two different security principles within a facility or corporation. I’ve discussed how combining both security principles and its effect on the OODA Loop process. Though the transition may be long and rough and at times uncomfortable having dual security principle individuals will not only help mitigate criminal and terrorist threats but save lives. 
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