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Abstract

Terrorism comes in many forms, either from a far or in your back yard, the threat of terrorism and there activities cause irreversible damage. Terrorism acts have always been something quick and violent, something that attracts the whole world to see. Improvised Explosive Devices (IED’s), cars or trucks filled with fertilizer and diesel fuel or terrorist flying planes into buildings. The effects are of these events have changed the way we operate and live our lives. Cyber Terrorism however doesn’t require any type of explosives or suicide bomber; you don’t even have to be in the same town, city or country. The only requirement is a laptop, internet access and the opportunity to affect millions without evening being in the United States of America  
Cyber Terrorism Threats to Critical Infrastructure

Throughout history terrorism has always been a violent physical event with a single objective to cause fear into those who are affected by it or visually see it, causing most to either change their views on religion, government standpoints or political views. Khobar Towers, Nairobi, Kenya and the USS Cole are reminders that terrorist will go to great lengths to hurt and kill innocent victims. Out of the three events list above military members who serve their country foreign and domestic have sworn to give their lives for the freedom that some take for granted. 


Bits and bites, ones and zeros to most means nothing but randomness numbers put together to create a picture or document. But to some it’s a weapon of choice more deadly than a bunker buster or precision guided drone missiles which take out Al-Qaeda terrorist on a daily basis. These future weapons are nothing but one and zeros and the next threat to our critical infrastructure.


One hundred years ago, in 1912 the world was a different place. The average person made 22 cents and hour and Heroin was believed to be the perfect guardian of health. A lot of things were different back then. Only 14 percent of the homes had bathtubs and only 8 percent of homes had telephones. Forward one hundred years and the world is clearly a different place. With over one billion people utilizing some form of computer either home PC, tablets or smartphones, technology is a large part of our lives. With technology being a large part of our lives makes it difficult for people to function without it. A recent report indicated that the cost of cyber crime surpassed the cost of drugs. This type of information is both ridicules and alarming. The problem with cyber crimes is that like most Americans they don’t believe it will have to them until they utilize their ATM card and realize all their money is gone. The chart below indicates crimes across the United States and how it is broken up. Cyber Warfare which is what the Department of Defense is currently working on with the huge threat that they face today. Cyber Espionage which effects businesses and the economy as well. It’s cheaper to steal information than it is to create it and the Chinese as well as other countries are experts at it. Hacktivism is something new, even Microsoft word 2010 doesn’t even recognize the word. Hacktivism are those hackers that simply deface websites. Now these defacing aren’t just any websites, there have been instances that particular groups for example Anonymous is one of those groups that have been synonymous for defacing websites. Cyber crime is a huge issue facing America; the FTC estimated that identity theft cost Americans around $1.52 billion in 2011. (Compton, 2012)  
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The other morning at or around 0430hrs in the morning and right before I headed to the gym, the power went out not only in the house but the whole neighborhood to include 6 square blocks. Now most times when the power goes off it soon returns within a couple of minutes. This time it didn’t, it remained off for 10, 15, 20 minutes and soon over an hour the power still remained off. Though I knew nothing was a matter, it didn’t help to make me think what if the power never turned back on. Soon I heard my wife toss and turn because the little things she takes for granted like the ceiling fan was off and she was getting warm. End of day thoughts started to roll through my head, thinking how long would food last without refrigeration and what about winter, which is slowly approaching. Things that most people don’t really think about, most people would be more worried about their Facebook book updates or twitter feeds. Shortly after I awoke and used my smartphone to navigate around the bathroom and even put my contacts in the lights turned back on and all was well.

What if the power never turned back on and we were sent back 200 hundred years. What then? We really don’t know how long we could sustain ourselves, even with back-up generators gas would soon run out. Some think a zombie apocalypse involves flesh eating humans, but I think the zombie apocalypse is a metaphor of something a lot worse. I think it’s the inner deterioration of humanity and a hopefully a new beginning.

Currently our electric grid is anywhere from 20-35 years old, thats a decade longer than it was suppose to last. There are three electric grids that provides power for the United States and they are all powered by a system called Supervisory Control and Data Acquisition (SCADA) this system runs practically all utilities from gas and electric to water and sewage. Supervisory Control and Data Acquisition (SCADA) systems and other similar control systems are widely used by utilities and industries that are considered critical to the functioning of countries around the world. (Hildick-Smith, 2005)   Supervisory Control and Data Acquisition (SCADA) systems provide automated control and remote human monitoring of real world processes. (Hildick-Smith, 2005) 

Typically, SCADA systems are used to automate complex industrial processes where human control is impractical –where there are more control factors, and more time critical control factors, than human operators can manage. (Hildick-Smith, 2005) These critical systems are vulnerable for  multitude of reasons. 90 percent of the US utilities services are privately owned keeping government rules and regulations out of the mix. This can be a good thing or an issue depending on security policies that are curretly in place. The Congressional Research Service recently warned that the U.S. network of natural gas and hazardous liquid pipelines is vulnerable to cyberattacks that could disrupt service and cause spills, explosions or fires--a threat that grows with the rise of specialized malicious software. (Bird, 2012) A report recently obtained by the Federation of American Scientists and posted to Secrecy News, notes U.S. pipeline computer systems have recently experienced a coordinated series of cyber intrusion. “The threat is to pipeline supervisory control and data acquisition, or SCADA, systems was highlighted by a March 2012 report by the Homeland Security Department, which disclosed the ongoing cyber intrusions.” (Bird, 2012) “Al Qaeda reportedly had called for an "electronic jihad" against critical U.S. infrastructure, the CRS said, citing an FBI report, but it was unclear from the report whether the coordinated attacks were believed related to any al Qaeda activity.”  (Bird, 2012) 

Couple of year ago, a virus called the stutnex virus was highly classified due to its capability against certain targets. After the stutnex virus was declassified and the sole reason Iran’s nuclear program destroyed, gave light to other concerns where this program came from. After conducting some Open Source intelligence gathering some would indicate that the US and other unspecified countries could have been responsible for the virus that is released through a USB drive. Reports indicated that somone left infected USB drives around the plant and one was inserted into the system. Since most SCADA systems don’t have cognitive trouble shooting measures like current systems, Irans nuclear power progam over heated which lead to the almost eventual meltdown. After conducting further research I was able to find out that Siemans provided particular parts for Irans nuclear power plant which were vulnerable to the stutnex virus. “Stuxnet, which is considered by many the most sophisticated malware of all times, exploited flaws in SCADA software from SIemens in order to inject malicious code in PLCs used to control uranium enrichment centrifuges at Iran's Natanz nuclear facility.”  (Constantin, 2012 ) Now to actually believe that the US knew that Siemans had parts that were vulnerable to the stutnex virus would make this incident a state sponsored act of cyber terrorism. 


Kaspersky a russion based software developer recently released an article requesting assistance with decyphering a cryptologic warhead delivered by the Gauss cyber-surveillance malware. “the payload is one of the unknowns of Gauss, a sophisticated spying tool uncovered by Kaspersky last week. According to researchers, Gauss monitors financial transactions with Middle Eastern banks and was built by or backed by one or more governments.” (Kiezer, 2012)  The cyber intelligence world is very interesting and without revealing critical information the cyber intelligence world is secretive. 


Another issue we face with SCADA systems is updates and patches. Like other PC’s or MAC operating systems updates and patches can be done at any time or remotely without any issues. SCADA systems are live machines that cannot be taken off line for updates which makes them extremly vulnerable to common threats. 


Our U.S. electric power delivery system has been of concern lately due to the amount of miles of unguarded facilities. A recent report indicated  “the U.S. electric power delivery system is vulnerable to terrorist attacks that could cause much more damage to the system than natural disasters such as Hurricane Sandy, blacking out large regions of the country for weeks or months and costing many billions of dollars, says a newly released report by the National Research Council.” (Goldsmith, 2012) “According to the report, the security of the U.S. electric power system is in urgent need of attention.  The power grid is inherently vulnerable physically because it is spread across hundreds of miles, and many key facilities are unguarded.  This vulnerability is exacerbated by a reorganizational shift in the mid-1990s, prompted by federal legislation to introduce competition in bulk power across the country, resulting in the transmission network being used in ways for which it was not designed.  As a result, many parts of the bulk high-voltage system are heavily stressed, leaving it especially at risk to multiple failures following an attack.  Important pieces of equipment are decades old and lack improved technology for sensing and control that could help limit outages and their consequences — not only those caused by a terrorist attack but also in the event of natural disasters.” (Goldsmith, 2012) Hurricane Sandy which hitorically is listed as the second worst castastrphy to ever his the US, is a reminder what could happen when resources we take for granted are taken away. 


“A new report released Wednesday by the National Academy of Sciences has only confirmed the need for improved infrastructure protection from both terrorism and natural disasters.”  (Klimas, 2012) I have read reports after reports just like this, that our electric grid is vulnerable not only to natural disasters but terrorist threats. Currently there we are fighting terrorist at all fronts. We are fighting a war across the pond in Syria, where a government that has not shown stababilty with the capabilities of chemical weapons. This presents a dangers not only in that country and its surrounding enemies but the US as well. Then we are fighting a war on the home front trying to mitigate home grown terrorism, which I think the incident in Connecticut should fall into that catergory. But we are spreading ourselves thin when it comes to defending our country. One of the report indicated that “Considering that a systematically designed and executed terrorist attack could cause disruptions even more widespread and of longer duration, it is no stretch of the imagination to think that such attacks could produce damage costing hundreds of billions of dollars.” (Klimas, 2012) 


As I read through these reports and conduct intel anaylsis of different ways the US can be affected by a terrorist incident, makes me come to this point. Is the US not repsonding to these threats because Al-Qaeada or other known terrorist groups currently do not have the capabilities of carrying out US cyber type terrorist act? That’s not a bet I would like to take. Damballa is a company that revoltionzing network security,  recently release a report concerning Advanced Persistant Threats (APTS) which is “a cybercrime category directed at business and political targets.” (Damballa, 2010) APTs require a high degree of stealth over a prolonged duration of operation in order to be successful. The attack objectives typically extend beyond immediate financial gain, and compromised systems continue to be of service even after key systems have been breached and initial goals reached.” (Damballa, 2010) If US critical infrastructures were to be attacked they would utilize Advanced Persistant Threats. To better understand the APT’s you have to break down APT’s. Advanced means a “Criminal operators behind the threat utilize the full spectrum of computer intrusion technologies and techniques. While individual components of the attack may not be classed as particularly “advanced” (e.g. malware components generated from commonly available DIY construction kits, or the use of easily procured exploit materials), their operators can typically access and develop more advanced tools as required. They combine multiple attack methodologies and tools in order to reach and compromise their target.” (Damballa, 2010) Persistance meaning “Criminal operators give priority to a specific task, rather thanopportunistically seeking immediate financial gain. This distinction implies that the attackers are guided by external entities. The attack is conducted through continuous monitoring and interaction in order to achieve the defined objectives. It does not mean a barrage of constant attacks and malware updates. In fact, a “low-and-slow” approach is usually more successful.” (Damballa, 2010) Threat “means that there is a level of coordinated human involvement in the attack, rather than a mindless and automated piece of code. The criminal operators have a specific objective and are skilled, motivated, organized and well funded.” (Damballa, 2010)

APTs exploit enterprises through a wide variety of vectors, even in the presence of

properly designed and maintained defense-in-depth strategies: they can affect crtical infrastrucure three different ways. Internet Malware Infection, which can be done through phishing attempts which is malicious emails sent to numerous targets requesting information that can lead to more detailed information. Spear phishing attempts use a bit more target information, which the reason social media is a hacker playground when gathering the right informtion to ste3al someone identity. The key to creating a target profile id the amount of information you can find on someone who works for the target you are trying to exploit. The best social enginering tool scene to date is the old free dinner for the office tactic. Leave a bowl somewhere and place a note indicating that if you place your business card inside you can win a free dinner party for your employees. I’ve still never met anyone who has won one of those. This tactic is great when trying to get specific information about a target is by collecting there business cards which allows someone to show realtion to the target. 


The other tactic utlized by ATP’s is Physical Malware Infection which is the process of utlizing a physical tool like a thumbdrive or CD/DVD. This tactic is utilized a great deal when we conduct pre-assessments on Department of Defense facilties. When we meet with leadership to dicsuss operations we will bring infected thumbdrives and CD/DVD’s containing malware in the hopes that someone isnt following policy and places one of the those items inside a work computer. This also doesn’t have to be devices that are left behind, this may include appliances or equipment that the manufacture knows there is holes in there programs allowing other to exploit. The Stuxnex virus was one of those circumstances where Siemans might have know that there hardware was susceptable to malware but sold the hardware anyways allowing the Stutnex virus to take hold.  

Last but certainly not least is External Exploitation which involves your professional hackers, cloud provider penetration and Rogue Wifi pentetration. These are your most dangerous threats for the reason is that you will never know that they are on your netwrok. They are like the insider threat but worst.  These individuals know what will set off alarms and what will identify themselves. These individuals are there for the long haul and will live off of you like a parasite until they are done and have gathered what they need or when you are of no use. They can either shut you down or crash your system and this is after they have stolen all of your information to include your customers information. Then the nightmare occurs and they make this incident public and expose the fact that you were ill prepared. There are two things insurance doesn’t cover, information and cusomter loyalty. But with terrorist, they may have other agendas, they may hold this system for ransom or request that all americans pull out of the middle east or they will shut down our power grid, costing the US billions and billions of dollars. These examples arent something out of the movies, they are real events that could potentially affect the US. And all its citizens foreign and domestic. 


I’ve explained one potenital threat facing US critical infrastructures. If you follow the news and look pass the top stories about Lindsey Lohan going back to jail you may find important ones letting America know that we all need to be vigilant and report suspicous activities to law enforcement. Human beings have to power to sense something may not be right and its just being able to act on those senses. I fear America is at the lowest awareness point in history puts us at threat level, and unfortunantly it might take another 9/11 to wake people up.      
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Conclusion

In Closing I’ve discussed Cyber crimes and statistics and how America has become to digitalize which makes all of us vulnerable to cyber threats. I have discussed the Supervisory Control and Data Acquisition (SCADA) system which controls all utility systems to include but not limited to our power grid systems, oil and gas lines, water and sewage treatment facilities. I have discussed the threats to include local home grown terrorist threats as well international terrorist threats to critical infrastructures. I have discussed the Department of Defenses stand on homeland security and the possible threat of a Cyber Terrorism attack on critical infrastructure. I’ve discussed the limitations not only Al-Qaeda faces limiting capability of affecting critical infrastructure. I have discussed Advanced Persistent Threats (APT’s) and broke it down explaining how Internet Malware infections, Physical Malware Infection and External Exploitation can affect critical infrastructures. Though this is a brief description how the US may be ill prepared to fight a war they are unfamiliar with due to the mind set we are currently in. I feel law enforcement needs to change from being a reactive force to a proactive force providing a layered defense. When our youth are more aware  of information technology we are not preparing ourselves a cyber ware which could and can be our single point of failure.        
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